F-Secure Anti-Virus
for Citrix Servers

Citrix MetaFrame solutions enable businesses to improve their productivity by
providing easy access fo information and applications regardless of time, place
and access devicels). Because worms and viruses can cause severe disruptions
in business continuity and productivity, it is important to minimize the risk of server
downtime by using realtime antivirus protection that is updated automatically,
frequently, and fast when new virus epidemics arise. F-Secure® Anti-Virus™ for
Citrix Servers works automatically and transparently updating virus definitions

multiple times a day to stay ahead of the fastspreading virus outbreaks.

Automatic Real-Time Antivirus Protection

F-Secure Anti-Virus for Citrix Servers is installed on Citrix MetaFrame Presentation
Servers or Microsoft Terminal Servers. The software scans files that are read and
stored on the Citrix or Microsoft Terminal Server. F-Secure Anti-Virus for Citrix
Servers provides comprehensive protection for serverbased sessions. Al files that
are accessed through the serverbased session are scanned for viruses, including
the files that are stored through the session locally on the remote workstation or
loptop. The software updates virus definition databases automatically and securely.
Definition files are downloaded in the background using bandwidth that is not
being used by other Internet applications. The system administrator can always
be sure that they have the latest antivirus updates without having to search on
the web.

Improved Performance and Manageability

F-Secure Anti-Virus for Citrix Servers caches file indexes. As a result, only the
changed files are scanned, which improves the server performance. The scanning
is done in a single process allowing the IT administrator to change and monitor
the process priority. Only the network administrator can access the F-Secure Anti-
Virus for Citrix Server seffings over a serverbased session, preventing users with
normal access rights from bypassing the security seftings. With the administrator
rights to the server, the network administrator can insfall F-Secure Anti-Virus for
Citrix Servers over a server-based session. The management of F-Secure Anti-
Virus for Citrix Servers is done centrally using F-Secure Policy Manager.
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Key Features

Real-Time Automatic Protection
Remote connections, viruses, worms,
and Trojans atiacking through network
are sfopped in reaHime.

Improved Performance

Because file indexes are cached, only
the changed files are scanned to
improve server performance.

Single Process Scanning

The scanning is done in a single
process allowing IT administrator to
change and monitor the process

priority.

Multiple Scanning Engines

F-Secure Anti-Virus for Citrix Servers
uses multiple scanning engines to
improve detfection rafe and stability.

Central Management

The software can be remotely insfalled,
configured and monitored from one
central location.

Lock Down of Security Settings
The network administrator can lock
down the security seffings to prevent
the users without administrator rights
from bypassing security settings.

Support for Microsoft Terminal Server
F-Secure Anti-Virus for Citrix Servers
supports Microsoft Terminal Servers
and provides them the same degree
of protection and features as for Citrix
MetaFrame Servers.



Flexible Licensing

F-Secure Anti-Virus for Citrix Servers licensing is based on the users having
access to the servers. The licensing does not limit the number of server
installations for server farms, but allows the administrator to add more
servers fo increase the computing power without having fo increase the

license size.

Centralized Management

With F-Secure Policy Manager the network administrator can remotely
install, deploy, configure and monitor F-Secure AnfiVirus for Citrix Servers
from one central location. The administrator can automatically and remotely
install, configure and update the applications. It is possible to manage
the security applications on almost any device and across the enterprise
so that even the security of mobile workers' laptops is guaranteed.

Automatic Reports
F-Secure Policy Manager provides comprehensive reports on virus stafistics
and network status for entire fleet of Citrix Servers enabling the system
administrator fo stay constantly updated on what is happening in the
corporate network.

World’s Leading Virus Research

Antivirus products are only as good as the research and dedication that
are behind them. Our team of dedicated virus researchers is on call 24-
hours a day responding fo new and emerging threats. In fact, F-Secure
is one of the only companies fo release tested daily virus definiion updates
fo make sure our customers are receiving the highest quality service and
protection.
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Platforms

Product

F-Secure Anti-Virus for Citrix Servers
Windows NT4.0/2000/2003

Management Tools

F-Secure Policy Manager Console
Windows NT/2000/XP/
Server 2003

F-Secure Policy Manager Server and

F-Secure Policy Manager Web Reporting
Windows NT,/2000/2003
Red Hat Enterprise Linux ES 3.0
SUSE Llinux 9.0

Languages

F-Secure AntiVirus for Citrix Servers
English, Finnish, Swedish, French,
German, ltalian, Spanish, Greek,
Hungarian, Japanese,Korean,
Chinese,

F-Secure Policy Manager
English, French, German
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